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Why this Audit Was Performed 
The audit was performed to determine that the County has a structured application change 
management process to help ensure that only authorized and approved changes, with 
mitigated risks to application integrity, security, and effectiveness, are performed on DeKalb 
County applications.  

Our Scope, Objectives, and Methodology 
The scope of the engagement focused on the County’s application changes and controls 
from January 1, 2023, to December 31, 2023. Access control review was excluded and will 
be considered in future information technology general controls (ITGC) audits. 

The objective was to assess the County's application change management process to 
determine whether it is controlled, monitored, and compliant with best practices, such as 
the Information Systems Audit and Control Association (ISACA), Information Technology 
Infrastructure Library (ITIL) Change Management best practices, and NIST SP 800-53.  
Our audit procedures included discussions with DoIT management staff and transaction 
tests to assess the effectiveness of the application change management processes.  
                                                                                                    

AUDIT RESULTS 
We noted that DoIT had documented Change Management Policies and Procedures to guide 
the application change management process.  

. 

However, the audit identified opportunities for improvement in the application change 
management process. This report outlines the detailed findings and corresponding 
recommendations.   
 

Finding 1: Change Management Policies and Procedures Need 
Improvement 

We reviewed the following Change Management-related policies and procedures developed 
by the DoIT, as well as best practices, to determine if there were any gaps that should be 
addressed. 

  
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  
 

In addition, we reviewed DoIT policies against the following relevant best practices. 

  
 
 
 
 

 

During the audit, discussions with DoIT personnel and a review of the above information 
revealed gaps in the DoIT documented policies and procedures, including: 
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  
  

 

 

  

  

  
 

  
 

 

Recommendations: 
We recommend that DoIT management   
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During the audit, we  

 

 
We identified  

. Specifically: 
1.  

 

  
 

 
 
DoIT explained during the walkthrough that  

 
  

 
 
 
 
 

 
 
In addition, , including  

  
 

  
 

  
 

  
 

  
 

 
 

 





 OFFICE OF INDEPENDENT INTERNAL AUDIT 
APPLICATION CHANGE MANAGEMENT AUDIT  

FINAL   

 

 
Audit Report No. IA-2024-0208-IT Page 11 of 23 

 

Finding 3: Testing, Validation, and Change Management Oversight 
Need Improvement 

 
 
 
 
 

 
 
 
 

 

We sampled 11 application installations and 4 emergency changes during the audit period 
and noted the following: 
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4.  
  

 
 

  
 

 
  

 
 

 
  

 
 

 
  

 
 

 
   

 
 
 

 

 
 
 
 
 
 
 

 

Recommendations: 

To address these findings, we recommend DoIT management implement procedures to 
address the following system and process enhancements: 

1.  
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Finding 5: Change Approval Process Needs Improvement 
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Our observations were likely due to the following: 
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APPENDICES 

Appendix I – Purpose, Scope, and Methodology 
 
Purpose 
The purpose of the audit was to assess the County's application change management 
process and provide management with assurance that the process is controlled, monitored, 
and in compliance with good practices. 

Scope and Methodology: 

The scope of our audit focused on the application change management process from 
January 1, 2023, to December 31, 2023. 

Our methodology included but was not limited to the following: 

 Researched related best practices. 
 Reviewed County’s change management policies and procedures. 
 Selected and tested a sample of application change request tickets. 
 Conducted a walkthrough of the application change management process 
 Reviewed applicable documentation and information. 
 Interviewed appropriate County personnel in the Department of Innovation and  

Technology (DoIT).  
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Appendix II – Management Response 

 
 

             DEPARTMENT OF                                                                              OFFICE OF CIO & DIRECTOR 

INNOVATION & TECHNOLOGY                                                                  WILLIAM E. JONES 

 

 
March 7, 2025 

 
Lavois Campbell 
Chief Audit Executive 
Office of Independent Internal 
Audit 1300 Commerce Drive, 
Suite 300 
Decatur, Georgia 30030 

 
RE: Management Response to Applications Change Management Audit 
Report 

 
 

Dear Mr. Campbell: 
 

In accordance with DeKalb County, Georgia – Code of Ordinances / 
Organizational Act Section10A- Independent Internal Audit, this is our response 
to the audit named above provided in this document. As required by the 
ordinance, our response includes 1) a statement regarding our agreement or 
disagreement along with reasons for any disagreement, 2) our plans for 
implementing solutions to issues identified, and 3) the timetable to complete such 
plans. 

 
 

If you have any questions about this response, please contact William E. 
Jones, CIO /Director of Innovation & Technology and Felecia Green, Deputy 
Director/CIO. 

 
 

Sincerely, 

 

 
Signed by: William E Jones 
Date & Time: 07 Mar, 2025 15:47:24 -05  

William E. Jones 
CIO / Director of Innovation & Technology  
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Appendix III – Definitions and Abbreviations 
 

Acronyms and Abbreviation 

DoIT: Department of Innovation and Technology. 

OIIA: Office of Independent Internal Audit. 

SOD: Segregation of Duties 

ISP: Information Security Policy 

CAB: Change Advisory Board  

DBA: Database Administrator 

ISACA: Information Systems Audit and Control Association 

NIST: National Institute of Standards and Technology 

ISO: International Organization for Standardization 

ITIL: Information Technology Infrastructure Library 

     

Key Definitions 
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PROJECT TEAM 

This report was submitted by: 

Julie Ikioda, CISA, PMP   Date 
IT Internal Auditor, Senior 
Office of Independent Internal Audit 

This report was reviewed by: 

Maxwell Addico, MBA, CISA, ISO/IEC 27001 LA               Date 
IT Audit Manager 
Office of Independent Internal Audit 

The report was approved by: 

Lavois Campbell, CIA, CISA, CFE, CGA         Date 
Chief Audit Executive 
Office of Independent Internal Audit 
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STATEMENT OF ACCORDANCE  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Statement of Accordance 
 

The mission of DeKalb County is to make the priorities of the citizens of DeKalb County; the priorities of County 
government - by achieving a safer DeKalb, building stronger neighborhoods, creating a fiscally accountable and 
more efficient county government, and uniting the citizens of DeKalb County. 
 
The mission of the Office of Independent Internal Audit is to provide independent, objective, insightful, nonpartisan 
assessment of the stewardship or performance of policies, programs, and operations in promoting efficiency, 
effectiveness, and integrity in DeKalb County. 
 
This performance audit was prepared pursuant to DeKalb County, Georgia – Code Ordinances/Organizational 
Act Section10A- Independent Internal Audit.  We conducted this performance audit in accordance with generally 
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives.  We believe that the evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives.  
 
This report is intended for the use of the agency to which it was disseminated and may contain information that is 
exempt from disclosure under applicable law.  Do not release without prior coordination with the Office of 
Independent Internal Audit. 
 
Please address inquiries regarding this report to the Office of Independent Internal Audit at 404-831-7946. 

 
 




