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public could compromise security against sabotage, criminal or terroristic acts." 
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BACKGROUND AND INTRODUCTION 
Cybersecurity is paramount in today's digital age, particularly for government entities 
entrusted with sensitive information. It is defined as protecting electronic information and 
communications systems to ensure confidentiality, integrity, and availability. In today's 
digital age, the protection of sensitive data stored by the government, military, corporate, 
financial, and medical organizations is of the utmost importance. With the increasing 
frequency and complexity of cyber-attacks, it is crucial for organizations to strengthen their 
information technology (IT) infrastructure through well-defined governance structures, 
policies, and controls.  
Federal regulations, such as the Gramm-Leach-Bliley Act, the Health Insurance Portability 
and Accountability Act (HIPAA), and the Federal Information Security Management Act 
(FISMA), mandate stringent cybersecurity measures. The consequences of cybersecurity 
breaches are severe, ranging from reputational damage to financial losses. Recent major 
data breaches in government agencies and private organizations underscore the urgent 
need for comprehensive cybersecurity measures. 
Like many organizations, DeKalb County relies on information technology infrastructure 
to deliver programs and services, necessitating collecting, storing, and transmitting 
sensitive data. The Department of Innovation and Technology (DoIT) oversees the 
County's IT resources and cybersecurity efforts. It is responsible for establishing and 
enforcing technology and data security policies. User departments are also responsible 
for helping to mitigate the risk of data breaches.   
Aligned with the National Institute of Standards and Technology (NIST) Framework, 
DeKalb County's cybersecurity measures encompass five components: Identify, Protect, 
Detect, Respond, and Recover. These measures include policy development, governance 
oversight, risk management, cybersecurity training, incident response and disaster 
recovery planning, and regular testing. 
 

Five NIST Cybersecurity Framework Components 
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APPENDICES 
Appendix I – Purpose, Scope, and Methodology 

 
Purpose 
The objective was to assess the County’s Cybersecurity governance processes. The 
current cybersecurity activities and procedures were evaluated against the Cybersecurity 
guidelines issued by the National Institute of Standards and Technology (NIST) and 
County policies to identify areas for improvement. 
Scope and Methodology: 
The scope of our audit focused on the current cybersecurity governance practices and 
processes.  
Our methodology included evaluating the County’s governance practices against the 
guidelines issued by NIST 800-53 and the five elements of the NIST Framework for 
cybersecurity (Identify, Protect, Detect, Respond, and Recover). It also included but was 
not limited to the following:  

• Researched related best practices. 

• Reviewed current County Information Security and cybersecurity-related policies 
and procedures. 

• Interviewed appropriate County personnel and the Department of Innovation and 
Technology.  

• Reviewed other applicable documentation and information. 
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Appendix II – Management Response 

 
 

June 21, 2024  
 
Lavois Campbell 
Chief Audit Executive 
Office of Independent Internal Audit  
1300 Commerce Drive, Suite 300 
Decatur, Georgia 30030 
 
RE: Management Response to “Cybersecurity  Governance Audit Report No. IA-
2022-120-IT” 
 
 
Dear Mr. Campbell: 
 
In accordance with DeKalb County, Georgia – Code of Ordinances / Organizational Act 
Section10A- Independent Internal Audit, this is our response to the audit named above 
provided in this document.  As required by the ordinance, our response includes 1) a 
statement regarding our agreement or disagreement along with reasons for any 
disagreement, 2) our plans for implementing solutions to issues identified, and 3) the 
timetable to complete such plans. 
 
 
If you have any questions about this response, please contact John Matelski, CIO, 
Department of Innovation & Technology (DoIT). 
 
 
Sincerely, 
 
 
 
John Matelski, Chief Information Officer, Department of Innovation & Technology  
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Appendix III – Definitions and Abbreviations 
 

Acronyms and Abbreviation 

DoIT: Department of Innovation and Technology 
HR:  Human Resources 
PII: Personally Identifiable Information  
OIIA: Office of Independent Internal Audit 
IT: Information Technology  
HIPAA: Health Insurance Portability and Accountability Act  
FISMA: Federal Information Security Management Act  
NIST: National Institute of Standards and Technology 
ISP: Information Security Policy  
ISO: Information Security Officer 
COO: Chief Operating Officer  
CEO: Chief Executive Officer  
DEMA: DeKalb County Emergency Management Agency  
CM: Configuration management  
CP: Contingency Planning  
CIRT: Cyber Incident Response Team 
CIO - Chief Innovation & Information Officer 
 
 
 

Key Definitions 
 This is a software-based solution designed to track and recover stolen or 

lost computers. It is used to track assets and protect sensitive information.  
Governance Team – A Group of individuals responsible for overseeing and ensuring 
the effective management, control, and alignment of information technology within an 
organization. 
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Appendix IV 
 
NIST Special Publication 800-53 - Recommended Security Controls. 

 Controls Policies 
(Y/N) 

Procedures 
(Y/N)  
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STATEMENT OF ACCORDANCE 
 

The mission of DeKalb County is to make the priorities of the citizens of DeKalb County; the priorities of 
County government - by achieving a safer DeKalb, building stronger neighborhoods, creating a fiscally 
accountable and more efficient county government, and uniting the citizens of DeKalb County. 
 
The mission of the Office of Independent Internal Audit is to provide independent, objective, insightful, 
nonpartisan assessment of the stewardship or performance of policies, programs, and operations in 
promoting efficiency, effectiveness, and integrity in DeKalb County. 
 
This performance audit was prepared pursuant to DeKalb County, Georgia – Code 
Ordinances/Organizational Act Section10A- Independent Internal Audit.  We conducted this performance 
audit in accordance with generally accepted government auditing standards. Those standards require 
that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives.  We believe that the evidence 
obtained provides a reasonable basis for our findings and conclusions based on our audit objectives.  
 
This report is intended for the use of the agency to which it was disseminated and may contain 
information that is exempt from disclosure under applicable law.  Do not release without prior coordination 
with the Office of Independent Internal Audit. 
 
Please address inquiries regarding this report to the Office of Independent Internal Audit at 404-831-
7946. 

 
 

   
 

                   
              

             
 

               
             

        
 

            
           

            
                

                 
                

 
                  

                
       

 
              

 
 
 

   
 

                   
              

             
 

               
             

        
 




